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Abstract: This study aims to implement CyberMonopoly, a serious board game-  Article History
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school students, and evaluate its effectiveness in improving their understanding Revised: 11-08-2026
of fundamental cybersecurity concepts. The study employed a quantitative Accepted: 04-09-2026
approach using a pre-experimental one-group pretest—posttest design. The Published: 20-10-2026
participants comprised 26 eighth-grade students from SMP Negeri 2 Purwakarta,

Indonesia, who were selected through saturated sampling. Data were collected

using a 20-item questionnaire administered before and after the learning

intervention. The data were analyzed using descriptive statistics, the Shapiro— Key Words:

Wilk normality test, the Wilcoxon signed-rank test, and N-gain analysis. The Board Game;
findings showed an increase in the mean score from 52.85 on the pretest to 89.31  Cybersecurity Learning;
on the posttest. The Wilcoxon signed-rank test revealed a statistically significant Cybermonopoly;
difference between the pretest and posttest scores (Z = —4.461, p <.001), with all ~ Serious Game.

26 participants showing an improvement in their scores. Furthermore, the mean

N-gain score was 0.78, indicating a high level of improvement. Students also

demonstrated active participation and positive interactions throughout the

learning activities. The novelty of this study lies in the development and

empirical evaluation of a non-digital board game-based learning medium that

presents cybersecurity concepts within contexts relevant to junior high school

education. Overall, CyberMonopoly shows potential as an innovative

supplementary learning medium for strengthening students’ understanding of

fundamental cybersecurity concepts.

How to Cite: Ratnaningrum, P. D., & Hikmawan, R. (2026). Learning Cybersecurity Through Play: The
Effectiveness of CyberMonopoly as a Serious Board Game for Junior High School Students. Jurnal Paedagogy,
13(4), 1524-1531. https://doi.org/10.33394/jp.v13i4.21329

d

https://doi.org/10.33394/jp.v13i4.21329 This is an open-access article under the CC-BY-SA License.

(ec) (D3
Introduction

The massive development of digital transformation in Indonesia has placed junior
high school students as one of the most active groups of internet users, both for learning
purposes and daily social activities(Liberty Jemadu & Dicky Prastya, 2021). However, the
high intensity of the use of digital technology has not been balanced with adequate
cybersecurity readiness and awareness among students. Data shows that Indonesia has
experienced hundreds of millions of cyberattacks, with various forms of threats such as
phishing, malware, and data leaks potentially targeting various groups of users, including
students(Radip, 2023). This condition is exacerbated by the lack of a formal curriculum that
explicitly discusses cybersecurity literacy at the junior secondary education level, so that
most students do not have enough basic knowledge to protect themselves in the digital
space(Paundu et al., 2026). Therefore, strengthening cybersecurity literacy since junior high
school is an urgent need, considering that the digital threats faced by students are real,
complex, and constantly evolving(lbrahim et al., 2024). This condition shows that there is a
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gap between the level of exposure to students' digital technology and their cybersecurity
literacy readiness.

In response to this need, various efforts have been made to integrate cybersecurity
education into learning practices, one of which is through a serious gaming approach. Serious
games are defined as games that are designed with the primary purpose of education or
training, not just entertainment(Prasetya & Syidada, 2025). In the context of cybersecurity
education, serious games have proven to be effective in improving students' understanding of
concepts because they present digital risk scenarios in a contextual and interactive
manner(Raffaghelli et al., 2022). However, most serious game development for cybersecurity
learning is still dominated by screen-based digital formats, such as computer simulations and
online game applications, which are capable of realistically representing the cyber
environment(Alnajim et al., 2023). Nonetheless, digital game-based learning tends to place
students on individualistic learning activities, where there is more interaction between players
and game systems than with fellow students(Ahamed et al., 2024). Therefore, an alternative
learning approach is needed that not only focuses on understanding concepts, but is also able
to create more active learning engagement.

In response to these conditions, serious board games emerged as an alternative to a
promising learning approach(Rahmawati & Ratnawati, 2024). Educational board games are
designed to convey specific concepts and scenarios through face-to-face co-play
activities(Souvi et al., 2024). In the context of cybersecurity education, a game-based
approach has proven effective in increasing awareness and understanding of risks through
simulations that resemble real conditions(Hart et al., 2020). Serious games are also able to
create an active learning environment that encourages participants to understand concepts
through hands-on experienc(Jayakrishnan et al., 2023). This approach is supported by
Experiential Learning Theory, which explains learning as a process of transforming concrete
experiences into knowledge through reflection, conceptualization, and active experimentation
(Radovi¢ et al., 2022). In CyberMonopoly, students experience cybersecurity scenarios
through gameplay and apply the concepts learned to subsequent game situations, helping
connect abstract cybersecurity concepts with concrete learning experiences. Additionally,
board games allow for more intense social interaction than digital-based learning(Rye &
Torres, 2023). In this context, CyberMonopoly was developed as a serious board game that
adapts Monopoly's mechanics to represent the digital asset ecosystem, cyber threats, and data
protection strategies. The selection of Monopoly as a basic mechanical framework is based
on the student's level of familiarity with the game(Malik et al., 2020).

Although research on serious games in cybersecurity learning has grown rapidly,
there are still a number of research gaps that need to be addressed. First, most research still
focuses on digital-based approaches and gamification, while empirical studies on the use of
non-digital games such as board games in the context of cybersecurity learning are still
relatively limited. Second, existing research generally emphasizes more on improving
cognitive aspects without directly testing the effectiveness of learning media in the context of
real classes at the junior high school level (Sailer & Homner, 2020). Third, the development
of structured and contextual cybersecurity learning, especially for school-age students, is still
a challenge in its implementation(Blazi¢, 2024). However, there have not been many studies
that have empirically tested the effectiveness of board games in cybersecurity learning in the
context of junior high school students in Indonesia through experimental design in real
classrooms. Therefore, this study seeks to fill this gap through the development of
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CyberMonopoly as a board game-based learning media that is implemented directly in
learning to test students' increased understanding of cybersecurity concepts.

The novelty of this research explicitly lies in three main aspects(Hiranya et al., 2026).
First, in terms of media design, CyberMonopoly is a mechanical adaptation of the Monopoly
game that systematically represents the concept of the cybersecurity ecosystem, including
digital assets, cyber threats, and risk mitigation strategies, which are still limited to be
developed and tested in the context of junior high school learning in Indonesia(Carvalho,
2024). Second, in terms of implementation, this study tested the use of serious board games
directly in classroom learning through a pseudo-experimental design(Qomariasih, 2024).
Third, in terms of context, this study produces empirical evidence regarding the effectiveness
of board games in improving cybersecurity understanding in junior high school students in
Indonesia, which is still limited in the international literature (Affan et al., 2024). Thus, this
research contributes to the development of innovative learning media and strengthens
empirical evidence related to the effectiveness of non-digital game approaches in
cybersecurity education.

Building on this background, the present study aims to: (1) examine the
implementation of CyberMonopoly as a learning medium for cybersecurity education among
junior high school students; and (2) empirically evaluate the effectiveness of CyberMonopoly
in enhancing students’ understanding of fundamental cybersecurity concepts. From a
theoretical perspective, this study contributes to the growing body of research on the use and
effectiveness of board game-based learning media in cybersecurity education, an area that
remains relatively underexplored. From a practical perspective, the findings are expected to
offer evidence-based recommendations for educators and curriculum developers in adopting
innovative learning media to enhance cybersecurity literacy among the younger generation.

Research Method

This study adopted a quantitative approach with a pre-experimental research design
using a one-group pretest-posttest model. The design involved only one group of participants
without a control group or randomization. The participants first completed a pretest to
measure their initial understanding, followed by a learning intervention using
CyberMonopoly as the instructional medium. After the intervention, a posttest was
administered to determine changes in students’ understanding of basic cybersecurity
concepts.

The research was conducted in March 2026 at SMP Negeri 2 Purwakarta during a
single meeting, with the implementation adjusted to the available time allocation for the
Informatics subject. The participants comprised 26 eighth-grade students selected through a
saturated sampling technique, in which all students from the selected class were included as
research participants. During the learning activity, the students were organized into four small
groups, with each group consisting of 6-7 students. This grouping was intended to facilitate
collaborative learning and support active interaction in accordance with the characteristics of
board game-based learning. The design of CyberMonopoly is presented in Figure 1,
illustrating the board layout and key components of the game used in the study.
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Figure 1. CyberMonopoly Design

CyberMonopoly is a serious board game designed to represent basic cybersecurity
concepts through asset-based, threat-based, and protection-based game mechanics. This
learning media consists of a game board, 20 security cards, 20 attack cards, dice, game
pieces, and game money as a transaction tool. The security cards and attack cards represent
threat dynamics and data protection strategies, while other components support the gameplay
process. The integration of these elements creates an interactive and contextual learning
experience and encourages students’ cognitive and social engagement.

The research procedure began with administering a pretest to measure students’ initial
understanding of cybersecurity concepts. The same instrument was used for both the pretest
and posttest, consisting of 20 questionnaire items developed based on the cybersecurity
competency indicators. Before data collection, the instrument was reviewed through expert
judgment by the academic supervisor to ensure the relevance, clarity, and appropriateness of
the items to the learning objectives. The instrument was then empirically tested using
Pearson’s Product-Moment correlation based on data from 20 respondents. At a 5%
significance level, the table r-value was 0.444. The validity test results showed that all 20
items had correlation coefficients ranging from 0.515 to 0.900, with significance values
below 0.05. Thus, all items met the criteria for empirical validity. The reliability of the
instrument was assessed using Cronbach’s Alpha, which yielded a coefficient of 0.911,
indicating high internal consistency. The validated instrument was subsequently used in both
the pretest and posttest to enable a direct comparison of students’ understanding before and
after the treatment. Learning activities were then conducted through group-based gameplay
using CyberMonopoly. Before gameplay, the researcher explained the rules and game
mechanics to the students. During the gameplay, students engaged in group discussions and
decision-making based on the threat and protection scenarios presented on the game board
and cards. After the activity, students were given a posttest to measure the improvement in
understanding.

Data collection was carried out using written test instruments administered during the
pretest and posttest stages. The use of paper-based tests was adjusted to school policies that
do not allow the use of mobile phone devices during learning. The test instruments were
developed based on cybersecurity competency indicators, including understanding of digital
assets, types of cyber threats, and data protection strategies, with language adapted to the
characteristics of junior high school students.

The data obtained were analyzed quantitatively by comparing pretest and posttest
results. The analysis began with a normality test using the Shapiro-Wilk method to determine
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data distribution. Since the data did not fully meet the normality assumption, the Wilcoxon
Signed Rank Test was used to determine the significance of differences in learning outcomes
before and after treatment. In addition, the N-Gain calculation was used to measure the level
of improvement in students’ understanding.

Results and Discussion
The results are presented based on descriptive and inferential statistical analysis.
Table 1. Descriptive Statistics of Pretest and Posttest Scores

Variabel N Average Min  Max
Pretest 26 52,85 40 65
Postest 26 89,31 80 100

As presented in Table 1, the implementation of CyberMonopoly resulted in a notable
improvement in students’ learning outcomes. The mean score increased from 52.85 in the
pretest to 89.31 in the posttest. This result indicates that students had a relatively limited
initial understanding of basic cybersecurity concepts, which subsequently improved
considerably following the learning intervention.

The improvement was observed across the entire group of participants, as reflected in
the increase in both the minimum and maximum scores. The minimum score rose from 40 to
80, while the maximum score increased from 65 to 100. These results indicate that the
improvement in learning outcomes was experienced broadly by the participants rather than
being concentrated among only a few students. To identify the most appropriate statistical
analysis for the data, a normality test was subsequently performed using the Shapiro-Wilk
method.

Table 2. Normality Test

Kolmogorof-Smirnov | Shapiro-Wilk
Statistic df  Sig. Statistic  df Sig.
Pretest 126 26 .200* .955 26 .296
Posttest 145 26 171 917 26 .038

The normality test results indicated that the pretest data followed a normal distribution
(Sig. > 0.05), while the posttest data did not meet the assumption of normality (Sig. < 0.05).
Consequently, a non-parametric statistical approach was selected for further analysis. The
Wilcoxon Signed-Rank Test was employed to determine whether there was a significant
difference between the students’ pretest and posttest scores.

As presented in Table 3, all 26 participants obtained positive ranks, indicating that
their posttest scores were higher than their corresponding pretest scores. There were no
negative ranks or ties among the participants. Furthermore, the Wilcoxon Signed-Rank Test
results in Table 4 demonstrated a statistically significant difference between the pretest and
posttest scores (Z = -4.461, p < 0.001). This finding confirms that students experienced a
significant improvement in their scores following participation in the CyberMonopoly
learning activity.

Table 3. Wilcoxon Test

N Mean Sum of
Rank Ranks
Posttest - Negative 0a .00 .00
Pretest Ranks
Positive 26b 13.50 351.00
Ranks
Ties Oc
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Total 26
Table 4. Wilcoxon Test
posttest-
pretest
z -4.461b
Asymp. Sig. (2- <001

tailed)

All students fall into the positive ranks category, indicating that every student

experienced an increase in scores. This demonstrates that the improvement is consistent and

not caused by random variation. To measure the magnitude of improvement, the N-Gain
score was calculated:

N — Gain = 232285 _ g 7 1)

100-52,85

The calculation results show an N-Gain value of 0.78, which is considered high. This
indicates that the increase in student understanding is not only statistically significant but also
highly effective in the learning context. Therefore, the use of CyberMonopoly media can be
considered effective in helping students better understand cybersecurity concepts.

The results of the study showed a significant improvement in students' understanding
after the use of CyberMonopoly as a learning medium. This is shown by the increase in the
average score from 52.85 in the pretest to 89.31 in the posttest, and reinforced by the results
of the Wilcoxon test which showed a significant difference. In addition, the N-Gain value of
0.78 which is in the high category shows that the learning media used is able to provide an
effective increase in understanding. This increase not only shows a change in the score
quantitatively, but also indicates that CyberMonopoly is able to facilitate a more meaningful
learning process. In this context, the use of board games as a learning medium allows
students to understand cybersecurity concepts through hands-on experience, rather than just
passively receiving information. Play activities that involve decision-making, group
discussions, and cyber threat simulations provide opportunities for students to actively
construct their understanding.

These findings are in line with the concept of serious games which states that game-
based learning can increase student engagement and understanding through contextual and
interactive approaches(Prasetya & Syidada, 2025). In addition, the results of this study also
state that the use of interactive media in learning is able to increase concept understanding
because students are directly involved in the learning process(Raffaghelli et al., 2022). In the
context of cybersecurity, simulation-based approaches such as those applied in
CyberMonopoly allow students to understand digital risks more realistically(Hart et al.,
2020). Furthermore, the effectiveness of CyberMonopoly can also be explained through the
board-game-based learning characteristics that emphasize social interaction. In contrast to
digital games that tend to be individualized, board games encourage collaboration between
students through shared discussions and decision-making. This is in line with research (Rye
& Torres, 2023) which states that board games have the advantage of creating more intense
social interaction in the learning process. This interaction plays an important role in
strengthening students’ understanding because there is a direct exchange of ideas and
clarification of concepts between students.

In addition, the increase in students' understanding is also influenced by the
representation of cybersecurity concepts packaged in the form of game elements. The digital
assets, attack cards, and security cards contained in CyberMonopoly serve as visual media as
well as a real simulation of the concepts learned. This supports the theory that contextual and
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experiential learning will be easier for students to understand(Jayakrishnan et al., 2023).
Thus, students not only understand concepts theoretically, but are also able to relate them to
real-life situations they may encounter in everyday life. The N-Gain value of 0.78, which
falls into the high category, indicates that CyberMonopoly was effective in supporting
students' understanding of basic cybersecurity concepts. This finding implies that the use of a
non-digital board game can provide an effective alternative for delivering cybersecurity
learning in junior high school, particularly by presenting abstract concepts through concrete
and interactive game elements.

Conclusion

Based on the findings of this study, CyberMonopoly was successfully implemented as
a serious board game-based learning medium for cybersecurity education at the junior high
school level. The results demonstrated a considerable improvement in students’ learning
outcomes, with the mean score increasing from 52.85 on the pretest to 89.31 on the posttest.
The Wilcoxon Signed-Rank Test further confirmed that the difference between the pretest
and posttest scores was statistically significant (Z = -4.461, p < 0.001), and all 26 students
demonstrated an improvement in their scores. In addition, the N-Gain score of 0.78, which
falls within the high category, indicates a substantial increase in students’ understanding of
fundamental cybersecurity concepts. These findings suggest that CyberMonopoly has the
potential to serve as an effective non-digital learning medium that promotes interactive,
collaborative, and experiential learning in cybersecurity education for junior high school
students.

Recommendation

Based on the research findings, educators are encouraged to consider CyberMonopoly
as an alternative learning medium for supporting cybersecurity education at the junior high
school level. The findings also suggest that board game-based learning media can be further
developed and adapted to different learning contexts and subjects that require conceptual
understanding and active student engagement. Future development of other non-digital game-
based learning media is also recommended to enrich collaborative and interactive learning
strategies. Furthermore, game design should remain aligned with learning objectives and
competency indicators to ensure that gameplay activities effectively support the intended
learning outcomes.
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